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            Agenda Item No. 14 
To:  Joint Audit Committee 

 
Date:  02/03/2021 

 
By:  Martin Brazier 
 

Title: Head of Information Management 
 

 

 
Purpose of Report: 
 

This report provides the Joint Audit Committee with a summary of the Force 
Information: Optimisation, Risk Management and Compliance with Legislation and 

Guidance. 
 

 
 

 

Requirement of the JAC (for information/ consideration and feedback/ 
recommendation to PCC/CC) 

 
That the Joint Audit Committee note the report. 
 

 

Executive Summary (to be a concise representation of accompanying 
paper, limited to 3 sides of A4) 

 
Main Issues: 

i. The Data Projection Act 2018 (DPA) provide the Information 

Commissioner’s Office (ICO) with severe sanctions for non-compliance and 
a Practice Recommendation was issued by the ICO in July 2021. 

ii. An Internal Audit of compliance against the Freedom of Information Act was 
conducted in February 2022 and will report shortly. 

iii. The Forces Data Protection Governance and Compliance is embedded and 
maturing in many areas. 

 

Key Risks: 
 

i. Information Requests to the Force are up significantly and the Force cannot 
be fully compliant until new resources are engaged, trained and embedded. 

ii. The Force retaining records beyond recommended retention periods.  
 

Action underway and recommendation for further action: 
 

i. There are new processes, procedures and software in place to improve 
response to information requests, and new resources are being recruited. 

ii. A programme is in progress to replace existing records management 
systems with an application to work towards auto-deletion of out of date 
records, and to review existing legacy information stores.  
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Explanation behind action 
 

i. A response to increased demand and an ICO Practice Recommendation. 
ii. A Force improvement to achieve compliance with DPA and MoPI. 
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 Head of Information Management Annual Report 
 

1.0 Introduction 

 

1.1 Information governance is set against the backdrop of change, from the 
development of technology which can facilitate crime and lead to new areas 

of crime, to the technology at our disposal to manage data in order to 
protect communities, catch criminals and improve our service. Alongside 
this change sits a developing regulatory and legislative environment and the 

evolution of best practice. 

 

1.2 The DPA is now established. It was intended to implement the General Data 
Protection Regulations in the UK post-Brexit and to bring the EU Law 

Enforcement Directive EU2016/680 into domestic law. We have established 
policies, processes and controls in place to meet the new demands of the 

legislation which introduced mandatory breach reporting, a high level of 
monetary penalties and the right to judicial redress for data subjects, 
including compensation. 

 

1.3 In summary, despite recent challenges in responding to information 
requests, Sussex Police are making good progress in data compliance, 
recognised by the regulator and the other external bodies, which places the 

force in a good position should any legislative changes emerge. We continue 
to work closely with Surrey and with other forces to share workload and 

good practice, and seek to adapt useful ideas and techniques from outside 
policing.  

 

1.4 This paper sets out the progress so far to improve processes, performance 

and controls and highlights ongoing risks and opportunities.  

 

2.0   Audit Findings 
 

2.1 A Practice Recommendation was issued by the ICO on 8 July 2021, which 
required the Force to operate to the code of practice for the management of 
FOI requests in section 45 of the Freedom of Information Act, known as the 
‘discharge of functions’ code. This was the result of the ICO receiving a 

large number of complaints that requests for information had not been 
answered within the time limit, or not answered at all. In response to this, 

Sussex Police engaged with the ICO to formulate an action plan, which has 
been published on the Sussex Police website. A further action plan to 
respond to subject access requests under DPA was also formulated and 

published. 

 

2.2 An Internal Audit was conducted in February 2022 to audit the measures 
taken to comply with the section 45 code of practice and to ensure the force 

is set up to manage information requests into the future. The Audit has not 
yet reported but is expected to do so during March 2022. 
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3.0 Compliance with the DPA and ICO Guidance 
 

2.1. Governance – Compliance is reported at the Organisational Reassurance 
Board (ORB) chaired by the DCC and to the Security and Information 
Management Board chaired by the Chief Digital and Information Officer. 

Formal compliance reports are submitted to the ORB twice annually. 

 

2.2 Data Protection Officer (DPO) – The Head of Information Management is the 
DPO for Sussex, and is the leading authority for data protection with a 

legislative remit to inform and advise the controller and to act as the prime 
contact with the ICO. The role is a legislative requirement intended to 

ensure compliance with legislation and provide expertise and guidance to 
chief officers in risk and decision making in relation to personal data. 

 

2.2. Document Compliance – The Force has a set of registers shared with Surrey 
that detail compliance activity. The Force also published: Privacy Notices, 

Policies, and FOI Publication Scheme and Records of Processing Activity. 

 

2.3. Policies – the Force has policies for Information Security, Information 
Management and other Data Protection policies that are all in date. 

 

2.4. Data Protection by Design and Default – All new projects are assessed at 
the concept stage for DP risk and documented.  Where risks are significant 
DP Impact Assessments are conducted to ensure that new systems and 

practices are compliant.  Information Governance (IG) team attend all 
change governance meetings. 

 

2.5. Contracts – Standard contract clauses are inserted in all Force contract and 

purchase terms and conditions to ensure DP compliance and the IG team 
work closely with the procurement and IT teams. 

 

2.6. Security Measures – All new IT projects are risk assessed by the 

Information Security and Assurance team.  InfoSec also review estate 
security, review breach information and ensure that national standards are 

complied with. 

 

2.7 Records Management – The College of Policing Authorised Professional 
Practice on the Management of Police Information (MoPI) sets out the 
purpose, process and standards for managing information, including its 

retention and disposal. The review and subsequent retention or disposal of 
information is central to risk-based decision making, by ensuring that 

records remain necessary and adequate while they have a policing purpose. 
 

Where information is retained on force systems, whether they could have 
been deleted under MoPI retention rules or not, they remain within the 
scope of legislation requiring us to answer Freedom of Information requests 
and Data Protection Subject Access Requests. Both legislative regimes allow 

us to delete information which is no longer necessary as part of a retention 
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and disposal scheme such as MoPI – we do not have to retain information 
just in case it is requested. (However, deletion after a request has been 

received is a criminal offence.) Legacy data can also constitute a breach of 
the fifth data protection principle - which requires that personal data should 

be kept for no longer than is necessary - as well as a breach of MoPI 
guidelines. The current Policing 365 Programme, which includes the 
SharePoint Online Project, will provide a replacement for the s:drive and 

similar Surrey file storage. Once this project has delivered, engagement 
with organisational teams will help to set up new areas and functionality in 

SharePoint, move live data to the new environment allowing legacy 
information to be rendered read-only in the s:drive.  

The Niche Retain, Review and Delete (RRD) module is currently at early 

implementation stages and a full review and deletion is underway of all 
MoPI 2 nominals who meet the 10 year review threshold on Niche. 

 

2.7. Training – Following the recent ‘Working from Home’ audit, the mandated 
NCALT requirements are changing from the annual refresher to the full 

Managing Information Operational / Non – Operational course.  An outcome 
from the audit determined that this offered the greatest organisational 

learning and therefore would support any ICO investigations following 
reported breaches.  The change of mandated learning is scheduled for 

March 2022, at which point completion statistics will be generated.  Once 
identified, staff / officers who have not completed the mandated learning 
will be contacted directly to move towards a 90% compliance. 

 

4.0 Risks and Issues 

 

4.1  Information Requests – Resources had been temporarily transferred to work 
in the Information Access Team to reduce backlogs and improve 
performance. However, those temporary resources have now returned to 

their substantive posts and a further three members of staff will be leaving 
the team over the next month. Due to the time required to recruit, vet and 

train new members of staff being much longer than the notice leavers must 
provide, there will be a drop in the amount of available resources during 
March, April and May, and backlog numbers and response times will plateau 

or deteriorate until new staff members are embedded and effective. A 
business case for new resources to maintain the level of service and remove 

all backlogs has been made. 
 

Requests are becoming more complicated due to the increased use of video 

such as CCTV, body worn video and dash-cams. Requesters are entitled 
under the DPA to copies of videos in which they appear, but not the images 

or audio of other individuals who also appear. This results in the necessity 
to redact video and audio, which is complex, resource intensive and 

expensive. This has resulted in many requests with video within their scope 
taking longer than the prescribed limits for responses. Until recently, videos 
for redaction were either redacted using functionality in the NICE software 

or sent to the Surrey FDMU, but due to their routine work they are not 
currently in a position to provide these services to allow us to meet 

legislative time limits. There is currently no simple in-house means of 
redacting video to ensure responses are timely, and a project has been 
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proposed to procure such a system for use within the Information Access 
Team. Until then, requests will continue to be delayed, resulting in a risk of 

further sanctions by the Information Commissioner’s Office (ICO) including 
adverse Decision Notices on complaints. 

 

4.2 Breaches – A total of 228 breaches were reported to the Sussex Information 

Governance Team in 2021. Of these, 107 were linked to CPS issues – this is 
where files sent over Niche contain personal information that the CPS have 

deemed as excessive, although this is not always true and is reviewed on a 
case by case basis. The Information Governance Team and CJU have 
worked with the CPS to clarify the threshold of what constitutes a breach, 

such as the removal of non-redacted PNC prints formerly being classed as 
breaches. These challenges are now reflected in national CPS guidance.  

 

The number of breaches is down over a hundred from last year, with the 

reduction attributed to training, awareness and work with the CPS on what 
qualifies as a breach.  However, breach reporting is stable, and it is 

reassuring that breaches are being identified and reported by the business. 
 

Sussex has reported one case to the ICO regarding a pocket notebook being 

left on a vehicle. On review, the ICO took no further action as it supported 
the mitigations the Force had in place (such as adequate training, steps 

taken to trace the lost item and after incident support to the affected 
victims).   

 

4.3 Legislative situation – As part of the wider Force preparation for Brexit, IG 

conducted the actions recommended by the ICO to survey all significant 
providers to ensure that they do not hold Force data in the EU. After Brexit the 
EU Commission granted Adequacy for the UK, meaning that personal data can 

be transferred to and from the EU. The current adequacy arrangement, agreed 
in June 2021 as part of the EU-UK Trade and Cooperation Agreement, includes 

strong safeguards in case of future divergence and a ‘sunset clause', which 
limits the duration of adequacy to four years. It is by no means certain that the 
UK will retain its adequacy beyond that, mainly due to the differing 

surveillance culture in the UK, and if adequacy was lost, there would be further 
data transfer issues, including difficulties with software and services delivered 

to the force from within the EU. 

 

 

Contact details: 
Name:   Martin Brazier  

Job Title:  Head of Information Management 
Email:    martin.brazier@sussex.police.uk 

mailto:martin.brazier@sussex.police.uk

