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INFORMATION MANAGEMENT AND SECURITY POLICY 
 

Outline 

 

The scope of the Information Management and Security Policy is to evaluate the adequacy and 

effectiveness of the risk management and controls present within the current Information 

Governance systems and procedures adopted by the Office of the Police & Crime Commissioner 

(OPCC), where relevant, and also examine the policies and procedures written specifically for the 

OPCC by assessing the controls applied in the following areas:  

 

Policies and procedures (regarding record classification, security, retention, third party sharing 

agreements and data disposal policy); 

Incident management analysis; 

Freedom of Information policies and administration; and 

Statutory training 

 

Introduction 

 

The Office of Police & Crime Commissioner (OPCC) for Sussex is committed to the highest possible 

standards of openness, probity and accountability. As a public body, the OPCC has a responsibility to 

be accountable to the public for their actions. Records must be accurate and the policy for 

management of all information - electronic or hard copy - whether created or received, must protect 

the rights of privacy, confidentiality and security.  Effective records management is essential to the 

support compliance with the Freedom of Information Act 2000, and the Section 46 Records 

Management Code issued under the Data Protection Act (DPA) 1998. 

 

The Sussex Police (referred to henceforth as “the Force”) Information Security Policy (FISP) relates to 

the safeguarding and protection of information assets from potential security threats. It outlines the 

security measures taken to ensure the assets are continuously and adequately protected. This policy 

shall be adopted by the OPCC insofar as it is relevant to the working practices of that office. 

 

Every member of staff is responsible for their conduct within the terms of the Data Protection Act. 

Particular responsibility is given to the Information Security Manager (ISM) whose duty it is to make 

all staff aware of their responsibilities under this policy. The ISM reports to the Force Information 

Manager on matters of information security. 

 

This policy is necessary to ensure that OPCC computer systems are suitably protected as they 

represent an extremely valuable asset to the office. Information security protects information from a 

wide range of treats in order to ensure business and operational continuity, and to minimise 

business damage by preventing and reducing the impact of security incidents. 

 

It complies with the requirements of the Association of Chief Police Officers’ Information Systems 

Community Security Policy and the core security principles and mandatory requirements from Her 

Majesty’s Government Security Policy Framework. This policy also adopts the best practice 

guidelines from the Information Security Forum. 



 

                                                                            

Page | 2 

 

 

1. Protective Marking and Access Control 

 

Protective Marking Scheme 

 

The OPCC has adopted the Government Protective Marking Scheme to ensure that Force and OPCC 

information assets receive a level of protection that is commensurate with the asset’s sensitivity or 

criticality. All officers handling protectively marked material are appropriately informed of the 

legislative requirements and how these relate to their individual roles. 

 

Classifications are: 

 

� Not Protectively Marked 

� Protect 

� Restricted 

� Confidential 

� Secret 

� Top Secret 

 

Access to Protectively Marked materials is granted on a “need to know” principle. This principle is 

fundamental to the security of all protectively marked Sussex Police information. For further 

guidance please see the Information Security pages on the Force Intranet. 

 

Information Privacy 

 

Standards and procedures will cover the following: 

 

� Acceptable use of personally identifiable information 

� The rights of individuals about whom personally identifiable information is held 

� Privacy assessment, awareness and compliance programmes 

� Legal and regulatory requirements for privacy 

 

The OPCC will ensure that personally identifiable information is stored or processed to safeguard the 

following: 

 

� Adequate, relevant and not excessive for the purposes for which it is collected 

� Accurate (i.e. recorded correctly and kept up-to-date) 

� Kept confidential, processed fairly, legally and used only for specified, explicit and legitimate 

purposes 

� Held in a format that permits identification of individuals for no longer than is necessary 

� Only provided to third parties that can demonstrate compliance with legal and regulatory 

requirements for handling personally identifiable information 

� Retrievable in the event of a legitimate request for access 

 

Asset Management & Control 
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An information asset is a definable piece of information, stored in any manner which is recognised as 

‘valuable’ to the organisation. It is the purpose of Information Security to identify the threats 

against, the risks and the associated potential damage to, and the safeguarding of information 

assets. 

 

Senior Managers and Managers 

 

Senior Managers and Managers are responsible for ensuring good security practices are 

implemented and maintained within their area of responsibility by: 

 

� Ensuring all staff know what is expected of them and that they act in a sensible way to 

protect the OPCC’s information and information systems 

� Ensuring that standards and procedures are followed correctly at all times 

� Notifying the appropriate person where standards or procedures are inadequate or not in 

place 

� Setting a good example to people by applying good security principles to their own work 

 

All Staff 

 

All OPCC staff are required to safeguard the OPCC’s information assets. All staff have a responsibility 

for reading and complying with OPCC security policies and other security requirements as defined 

and notified to them. 

 

Staff have a responsibility for managing their own passwords and should not share passwords with 

others or display them in the office. 

 

All staff are required to notify their line manager of any security incident that jeopardises the 

confidentiality, integrity or availability of OPCC information or information systems. 

 

Staff are encouraged to raise potential security issues with their line manager. 

 

Main Delivery Partners (Contractors and Supplies of Goods and Services 

 

Her Majesty’s Government Security Policy Framework outlines a set of mandatory policy 

requirements that all departments and agencies must meet. This policy aims to meet these 

requirements and extends where necessary to all suppliers working on behalf of, or handling, OPCC 

assets. The Chief Executive will determine where and what level of compliance is required of OPCC 

delivery partners and where equivalent security policies are acceptable. 

 

2. Personal Security 

 

Security roles and responsibilities must be documented, and included in the Job Description where 

appropriate. The Job Description should include any general responsibilities as well as any specific 

responsibilities of the post (e.g. protection of particular assets, execution of particular security 

processes or activities). 
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Inclusion of security responsibilities in Job Descriptions is the responsibility of the post holder’s line 

manager. All Job Descriptions should remind post holders that the post may require higher levels of 

vetting for certain “designated” or high risk jobs (see the current Force Vetting Policy for further 

guidance). 

 

All staff (temporary, contract, voluntary and any other agents acting for the OPCC) shall be subject to 

verification checks and vetting in accordance with the OPCC’s vetting procedures. This is covered in 

the current Force Vetting Policy, available on the Force Policy Intranet. 

 

Confidentiality Agreements 

 

All staff working within the OPCC are required to sign a declaration under the Official Secrets Act 

1989. Contractors will be assessed on the basis of the work they are undertaking and a decision 

made on a case-by-case basis.  Similar assessments will be made in relation to volunteers, temporary 

staff and interns. In accepting an appointment with the OPCC, staff undertake not to divulge 

information to any unauthorised person nor to use it for any unofficial purpose. Any unauthorised 

access to, use or disclosure of OPCC information is a serious disciplinary offence. In addition, 

disclosing confidential information or dealing with it in an unauthorised way may be a criminal 

offence under the provisions of the Computer Misuse Act 1990, or the Data Protection Act 1998. 

 

Clear Desk and Clear Screen Policy 

 

The OPCC operates a clear desk and clear screen policy that all staff have to adhere to.  

 

Where staff have to leave their desks unattended they should press Ctrl-Alt-Delete together to lock 

their PC or to log out of all systems. PC monitors should be switched off when left for longer periods 

and at the end of every working day. 

 

Personal Issued Equipment 

 

The OPCC issues equipment (laptops, mobiles, iPads) to some of its staff on a personal issue basis. All 

equipment issued is the responsibility of the individual in receipt. It is the line manager’s 

responsibility to ensure the return of equipment when it is no longer required. The Office Manager 

maintains an asset register of equipment and any new items should be recorded. Any loss of 

equipment should be reported to the Office Manager. 

 

Removal of Property 

 

Equipment, information or software should not be taken off-site without appropriate consideration. 

Where necessary and appropriate, equipment should be logged out and logged back in when 

returned. 
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Security Awareness, Education and Training 

 

Security awareness is the extent to which all OPCC staff understands the importance of information 

security, the level of security required by the organisation and their individual security 

responsibilities. 

 

It is the responsibility of management to ensure that appropriate training is undertaken to provide 

understanding of policy and safe usage of computer equipment. 

 

All users of Force and OPCC information systems and where relevant, third party users, should 

receive appropriate instruction in OPCC policies and procedures. Such instruction will normally be 

provided to staff on appointment. This training should include security requirements, legal 

responsibilities and other business controls. Training in the correct use of IT facilities (e.g. log on/off 

procedures, or the use of other applications) will be provided by the OPCC. This training must be 

completed before access to information or services are granted. 

 

The Force Information Security unit will issue updates from time to time to guidelines and 

instructions as necessary. It is the responsibility of all staff to maintain their security awareness as 

updates are released. 

 

3. Information Security and Assurance 

 

Access to any of the Sussex Police IS systems will only be via the user name issued by the SAP HR 

system or other agreed protocols. System user names will be retained and stored within the 

appropriate SAP information type. 

 

Access to any Sussex Police system will be gained in compliance with the system’s authorised 

processes. This includes use of the Sussex Police printer, which is housed within the offices of the 

PCC, and which requires the user to be in possession of a Sussex Police Identity Card to operate it. 

 

All staff have access to the Intranet in order to appropriately access systems for their day-to-day 

jobs. The intranet is internal to Sussex Police and must be used in accordance with Force Intranet 

Security guidelines. Please see the Information Security pages on the Force Intranet for further 

guidance. 

 

Access rights will be reviewed on a regular basis. Access to computers will be monitored and 

particular attention paid to out-of-hours use, including at weekends. 

 

Access is allowed for personal use during non-working times, i.e. lunch time. Accessing the internet 

via the Sussex Police network for personal business purposes is strictly forbidden. All users are 

advised that accessing sites that are deemed inappropriate may face disciplinary proceedings. 

Inappropriate sites are those that would bring the Force in to disrepute, these being any site related 

to pornography, gambling and chat rooms. Users who access the internet must ensure that their 

actions do no compromise the Force. Further guidance on internet access can be found in the Force 

Internet Security Guidelines. Please see the Information Security pages on the Force Intranet for 

further guidance. 
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Care should be taken when transmitting data outside the secure environment, for instance via 

personal email addresses. 

 

Incidents affecting security must be reported through appropriate management channels as quickly 

as possible. They should also be reported directly to the IT Service Desk by the line manager. 

 

Security Incidents 

 

A security incident is any suspected failure in information security. For example: 

 

� Accidental or deliberate disclosure of information 

� Unauthorised access to a computer system 

� Theft of equipment 

� Contravention of a security policy 

� Malicious modification or deletion of information 

� Malicious alteration of information 

� Any other event, which has an effect upon information security 

 

All employees should report any breach, possible breach or threat of any sort, to the security of 

OPCC information systems. Information is not just data contained on computer systems, it is any 

information, whether audio, video, CCTV, desk diaries or indeed any paper system. This should be 

done via line management or by the use of confidential reporting. 

 

Secure Environment 

 

Information systems and data shall be housed in secure areas of the OPCC, protected by secure 

doors, which can only be operated by swipe cards, issued to staff, and individual offices within the 

OPCC suite of offices are kept locked when not occupied. Further, the clear desk policy requires that 

all papers and files are locked in secure cabinets overnight and the keys placed in the wall safe. 

Account should be taken of relevant Health and Safety regulations and standards. 

 

Retention & Disposal Policy 

 

The OPCC is committed to operating in an open and transparent manner.  The attached appendix 

lists the records produced by the OPCC and their retention periods. The record disposal procedure is 

designed to support the Commissioner’s corporate governance framework. The purpose of this 

procedure is to: 

 

� Prevent the premature destruction of records; 

� Provide consistency of preservation/destruction; and 

� Improve record management. 

 

Records will be retained for agreed periods of time.  For Police Appeal Tribunals, this is six years 

from the date of the Tribunal. These records are archived off-site. Records for destruction should be 

disposed of by shredding (facility available on site for immediate shredding of documentation  

classified Restricted and above) and arrangement for collection as confidential waste for destruction 

by the appropriate body. This should also include all back-up copies on alternative media. 
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Whenever there is a possibility of litigation or a request under the Freedom of Information Act, the 

records that are likely to be affected should not be amended or disposed of until the threat of 

litigation has ended or the appeal processes under the Freedom of Information Act have been 

exhausted. 

 

A record of disposal should be maintained which identifies each record destroyed. 

 

A standard operating procedure applies to records which do not need to be kept at all. Information 

which is duplicated, unimportant or of short-term use can be destroyed under the standard 

operating procedure. This includes, but is not limited to, compliment slips, telephone message slips, 

non-acceptance of invitations, working papers which led to a final report, duplicated and superseded 

material such as stationery, manuals, drafts, address books and reference copies of annual reports. 

The procedure applies except where the above may be used as evidence to prove that something 

has happened. 

 

Storage of Documents 

 

Electronic records will be held in structured folders with security arrangements to ensure the 

integrity of the records can be maintained and protected from unlawful access, loss or destruction. It 

may be necessary for some folders to have restricted access within the OPCC, and consideration will 

be given to assigning password protection to areas of the shared drive for documents relating to, for 

example, Gold Groups, Misconduct Hearings and Police Appeal Tribunals. 

 

Destruction of Documents 

 

The OPCC is committed to the creation, storage, management and eventual disposal of records in a 

manner accurately documenting the functions of the OPCC and compliant with this policy. All staff 

who create, receive and use records have record management responsibilities at some level. 

Information that is created, collected and stored must be proportionate to the business need and 

must be retained only for as long as it is needed.  A confidential waste collection and disposal service 

operates within the OPCC. 

 

Physical Entry Controls 

 

The OPCC is protected by appropriate entry control which extends to entry of the building and the 

suite of offices. The car park to the building is operated by a security barrier for which all staff have a 

swipe card. 

 

Lone workers should take sensible precautions to ensure their safety in the work environment 

where they are unable to ask colleagues for help. Workers need to be sufficiently experienced and 

fully understand the risks and precautions involved in their work and the location that they work in. 

Information regarding emergency procedures should be given to lone workers. 

 

Staff should familiarise themselves with the OPCC Business Continuity Plan and ensure their details 

are kept up to date. 
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4. Working Off-Site 

 

Mobile working and working from home are permitted where it is considered the most practical or 

beneficial way of working. All devices containing OPCC data must be safe and secure when 

unattended both in and outside of the office. Information contained on a mobile device and taken 

off-site should be kept to a minimum. Anti-viral software must be kept up-to-date; in addition care 

should be taken when opening unknown mail attachments. 

 

Consideration should be given to potential access to information by family members and other 

occupants of premises when working off-site and the same controls to devices applied to ensure a 

safe working environment. 

 

The use of USB sticks is not permitted. Smart Phones shall not be connected to laptops, computers 

or other mobile devices. 

 

Requests to transport sensitive data away from the main office should be discouraged. In any event, 

clarity should be sought on the destination of sensitive data and its proposed use. 

 

All documents should be clearly marked “confidential” or given an appropriate level of classification, 

and paper documents must be concealed from sight while travelling.  Staff using laptops for work 

purposes while travelling on public transport should use screen filters to ensure documents cannot 

be seen by others. All staff should be aware of their responsibilities when transporting data from 

one location to another. Staff must immediately report any loss of information to their line manager. 

 

The above also applies where laptops are used in meetings with those outside the organisation. 

Material marked as “Restricted” or “Confidential” should not be sent electronically to personal, 

insecure email addresses. 
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DOCUMENT RETENTION PERIODS  

POLICE & CRIME COMMISSIONER  

Function  Records  Retention  

A  Notes of meetings  Minutes, agendas and reports  

Rough/draft/audio minutes  

Permanent  

Destroy on completion of final 

minutes/notes  

B  Decisions  Decision reports  

Decision logs  

Permanent  

Permanent  

C  Partnership, agency and external meetings  

(where the Commissioner owns the record)  

Minutes  

Agendas and reports  

Permanent  

D  External meetings  

(where the Commissioner does not own the record)  

Minutes  

Agendas  

3 years  

E  Working Groups/Steering Groups/Review Groups  Minutes  

Agendas and reports  

5 years  

F  Appointment of Chief Constable  Advertisements  

Application forms  

Interview reports  

Personnel files  

5 years  

6 years from date of last pension payment  

G  Dismissal of Chief Constable  Resignation, redundancy, dismissal, death, 

retirement  

6 years after termination or, if pension 

paid, 6 years after last pension payment  

H  Complaints against Chief Constable  Correspondence  6 years after finalisation  

I  Complaints  - other  Correspondence  

Summary reports  

Details of investigations into complaints  

6 years after finalisation  

6 years after finalisation  

6 years after finalisation  

 


